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Abstract. The issues regarding the development of security systems and "zero-
day threats" are issues of concemn to experts, individuals and public or private
organizations, since new forms of intrusion used by malicious users or
programs that are not recognized by protective tools constantly appear, and they
are entered into the computer equipment to make them vulnerable. Taking this
into account, and that no evidence was found on grammar for security systems
development based on agents, this article describes an original proposal for the
CLASS-W grammar, which provides mechanisms to coordinate joint work and
feedback on operating system information about services, etc. For testing
purposes, a system of agents has been developed to communicate and detect
abnormal activity of ports and tasks that are loaded with the operating system.
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1 Introduction

It is to be recognized that although there are software tools that attempt to resolve
computer security problems, there is still the problem of the ‘zero-day attack’, the
period which starts from the appearance of ‘malware’ and is not detected by the
security tools database, which persists until the problem that is resolved. This
vulnerability is exploited by viruses, worms, or users who seek to infiltrate into the
computer systems to commit cyber crimes [1], [2] [3].

On the other hand, we must recognize that although various alternatives for solving
this problem exists [4], [5], one of the most important related with it is Intrusion
Detection Systems [6], that analyze network traffic and issue security alerts for detect
possible “attacks”, and nevertheless that these systems have been effective, they have
serious drawbacks, both in its operation and in the complexity of their management,
that, in addition to generating a large number of false alerts, and for analyzing the
information traffic on the network, only based on records of the knowledge base they
have, which is why they cannot avoid the damage that occur for unknown events,
until the administrator detects them, finds a solution and updates the data, which can
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be done in an indefinite period of time, which can range from one day to months or
even years [7].

In this work it is suggested to use a different approach that consists of using
CLASS_W (Content-Language Windows Security System) grammar, applying the
agent of communication language (ACL) [8], defined as the standard by the
Foundation for Intelligent Physical Agents (FIPA) [9], and implementing security
levels using knowledge base based on the rules pre-defined by the computer network
administrator.

For purposes of organization, this document is divided into six sections: the first
corresponds to this introduction; the second, in view of the extensive of the grammar,
we only mention the most relevant grammatical aspects of CLASS-W; the third
describes the functional diagram of agents, which is represented by logic modules and
profiles or roles specified; the fourth describes the form knowledge representation
used by agents, and the fifth, is an example of the use of grammar using the agent
platform JADE (Java Agent Development Framework) [10] and ACL.

2 Grammatical Aspects

CLASS-W has been designed based on the theory related to Context Free Grammar,
which will be referenced hereafter as CFG [11], [12] and will be denoted by G as a
quadruple G = (NT, T, P, o), where:

NT Not terminal symbols.
T  Terminal symbols.
o Initial symbol. (o€ N).
P  Rules o grammaticals productions where:
A>aandA € NT andae (NTVT) .
To make the syntax description of CFG, the Normal Form Extended Backus-Naur
(EBNF) [13] will be used. The basic notation that is shown in table 1 is to specify the

operations of a general nature such as the specification of the initial symbol, terminal
and not terminal symbols, etc.

Table 1. Basic notation in EBNF for CLASS-W

Notation Description
Oor

{t} 0 or more elements t
[t] Optionality on t

iAnd,
<t> No Terminal symbol t
Involvement
Values to define
N Maximum number of items

v e —

]
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The language of content that will be generated by CLASS-W is implemented on
the label ‘content’ within the framework of the basic format ACL (see Figure 1),
where communicative acts ‘sender’, ‘receiver’ and ‘content’ are mandatory elements
and the rest is optional.

(<communicative_acts>

:sender <name> ~—
‘receiver <name> Participants

:reply-to <expr> —

:content <message>

Content language (message)

:language <expr>
:encoding <expr> Content description
:ontology <expr>
:protocol <expr>

:conversation-identifier <expr>

:reply-with <expr> }mrsatinn
:in-reply-to <expr> 7 -
:reply-by <expr>

:envelope <expr> )

Figure 1. Basic format ACL.
The interpretations of the symbols of CFG that are extensive in CLASS-W are:

T  Divided into a priori defined terminal symbols and terminal symbols which
are referenced by the system security administrator to work on the security
context of the operating system Windows-Technology NT, and the remaining
will  be stored in a database designed for this case
(see Figure 3 and 5).

o Refering to the scheme denoted by ACL ‘content’, the initial symbol of
CLASS-W is constituted by the non-terminal <content>

Below are specifications for the units of syntactic CLASS-W, which allow to write
a program to control and define transactions sessions, instructions, alerts and safety
record.

2.1 General Structure of a Program

<content>::= ‘(' < message > ')’

<message>::= ‘#'<key>Y ‘message’ V
<transmitter_agent> Y <type agent> VY
<receiver_agent> V' <type conversacion> V'
<type_ transaction> V'

<type_transaction> is the non-terminal symbol, which is used to control the
messages that are generated on the events.
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2.2 Examples Transactions

Sessions:

<session>::=‘initial_s’<initial_session>
|'close_s' <close_session> T’estab_s'
<established_session> l'reject_s' <reject_session>
|‘error__s' <error_session>

<initial_ session>::= V' <agent>

<close_session>::= V' <agent>

<reject_session>::= /' <agent>

<established session>::= VY’ <agent>"/" ‘ref’ V' <agent>
<error_session>::= <string>

<string>::= {<letter>}"

<letter>::= ‘a'l e |‘z’|‘A’ I - |‘Z' |‘0' |m|‘9'

In the context of agents, this conversation can be represented according to the rules
of protocol ‘request protocol’ FIPA [9] (see Figure 2) which is used when an agent
asks another for an action and the target agent accepts, rejects or informs on the state
of the communication. In cases 1, 4 and 5, when there are errors, rejections or not
responses, the issuer must set a reasonable time to reschedule the request.

Case 1: Login

4

- % request

Established session ¢ ‘

»0

Case 1:

v

2 e g ==
3 == 2

Case 3:

4

Case 4:
Login
% TS % request
request rejected refuse
Case 5:
Legin
% > % request
fall : failure

Figure 2. Session conversation represented according to the rules of request protocol FIPA.

Instructions:
<instruction> ::= ‘stop'<stopr>|'active’ <active>
|’review' <review> l'enable’ <enable>
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|’disable'<disable> |’create’ <create>
| "delete’<delete> | 'modify’ <modify>
I'update' <update> |'searchr' <search>
I’clasify' <clasify>

The instructions are related to actions that apply specifically on services, ports,
applications, processes, policies, initial tasks, registry, network settings, etc, which are
defined as ‘topics’ in the corresponding database.

Alerts:
<alert>::= ‘alert’‘/’<id alert>‘/’<agent>
V' <level_security> Y’ <ontology_ topics>Y"
<inf_ontology> Y <action>
<inf ontology>::= <list processes> |<1ist_ports>
<list_services> ' <list task initials>
| <list_polices> | <list _changes_network>
<result_alert>::=<agent>‘/’<id_alert> '/’
<date>'/’<time>

The alerts are controlled by coordinator agents, who define the actions to be taken
in cases that are considered harmful and could stand spread through computers on the
network controlled by the agents system.

Definitions of Security:
<registry_security>::= <id_message>‘/’<agent>
'/’ <extent>'/’<ontology topics> ‘/’<date>
‘/!'<time>‘/’<level_security>‘/’
<data_part _extern > ‘/’{°, “<action>}’
<level security>::= 0 |1/2|3|....IN
<action>::= In database.

where <level_security> can take the values of [1 ,...., N]: {low, medium, medium
high, high, ...., N} (see Figure 3) .

................................

{options_security | Rel01 iactions %
| ¥ id_opcton_sec: INTEGER - i¥ id_action: INTEGER

< level_nodence: INTEGR  +——<D——19 id_opcton_sec: INTEGER (FK)
!9 propagation: VARCHAR(11) {4 name_action: VARCHAR(S0)
10 type_thveat: VARCHAR(11) 1V id_level_sec: INTEGER (FK)

1 1d_option_sec: INTEGER

Figure 3. Relational schema for specifications of security options, levels and actions.

Interpreting the values as follows:
a. Type of communication [0-2]: {private, public, selective}
b. Incidence: {0-1, 2-10 and 10 onwards}
c. Propagation: {yes, no}
d. Type of threat: {internal, external}
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3 Functional Diagram Agents

The overall operation of the system of agents is based on the detection of events that
occur in their environment, collected through sensors, such as network cards and
operating system resources [14] (see Figure 4), and is recorded on a blackboard [15]
organized by topics, implemented in a database to feed the knowledge that is used in

settings of security levels in the managed system.

Environment

=
| ; ' F 3
Perceptions Actions .
I e | AR . .. )
| sensors Agent system [.m!',".'.‘!‘.".' sy

—

]
i

l\\.‘ — /

" Figure 4. Agent system environment.
As one of the basic elements of CLASS-W is the blackboard, for which was
created in database a group of tables (see Figure 5) and the grammar productions that

are listed below:

<blackboard>: :=<registry blackboard>
|<notify_blackboard> | <end_blackboard>
|<wait_blackboard> | <operation_blackboard>
<registry_blackboard>::=‘registry_blackboard"/’
<agent> ‘/’ <ontology_topics>
<notify_blackboard>::=‘notify_blackboard"/’
<ontology_ topics>
<end_blackboard>::=‘end_blackboard"/'<ontology_topics>
<operation blackboard>::=‘'id_blackboard’ '/’ <namber> ‘/
<agent> ‘/’ <ontology_f£>'/’<inf_aditional>‘/’
<type aport> | ‘id_blackboard’ '/’
<namber>‘/’<agent> ‘/’<ontology f>'/’<type_aport>
<type_aport>::=‘query"/'<string>|‘resp_yes"/'<string>
|‘resp_no"/’<string>|‘resp_informative"/’<string>
l‘resp_knowledge"/'<string>|‘proposal"/’<string>
| Yintention’ '/’ <string>| ‘desire’ '/’ <string>
| ‘data_aditional’ ‘/’<string>

I

....................................... e

apor _ blackboard -]
'3 id_sportation: INTEGER o ' id_blackboard: INTEGER

i 3 id_topic: INTEGER (FK) ¥ id_aportation: INTEGER (FK)
'3 Id_blackboard: INTEGER _O—o state: INTEGER

i< type_aportation: VARCHAR(20) i@ Id_agent_ar: INTEGER

19 id_agent: INTEGER i« id_topic: INTEGER

i» time_intervention: TIME '@ date: VARCHAR(11)

‘9 information_aditonal: VARCHAR(255)

!9 id_topc: INTEGER

& name_topic: VARCHAR(100)
' Q variable_input: INTEGER

'@ vanable_output: INTEGER
'@ vanable_sens: INTEGER

Figure 5. Relational schema for specifications to blackboard.
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where the valued to be taken (attribute-table) can be:
(blackboard-state) [1-3]: {initiated, resolved, unfinished}
(blackboard-operation) [1-2]: {read, write}
(aportation_blackboard-type_aportation) [1-9]: {query, yes, no, response
knowledge, information, proposal, intention, desire, additional data}
and
(topics-id_topic) [0 to N].
which will be provided by the administrator. The default values are: {processes,
ports, services, startup tasks, policies, configuration, ...., N}.

3.1 Roles of Agents

In the hierarchy designed for the system of agents and implementation of
CLASS-W, the entities of Administrator Multiagent System (AMS) and Directory
Facilitator (DF) are mandatory elements in the scheme of FIPA [9] and JADE [10].

Below is a description of the type of agents that can be created under the
specifications of CLASS-W, in addition to the already mentioned from the prior
paragraph:

‘Administrator’*.- Manages the overall operation of the agents system.

- ‘Directory facilitator’*.- Manages records of agents and services.

- ‘coordinator’.- Coordinates specialized work of multiagente system.

- ‘network’.- Monitors performance of network.

- ‘local’.- Responsible for monitoring internal function on equipment with
different specification.

Note *: Mandatory elements in the scheme of FIPA agent.

4 Representation of Knowledge

As the logic is one of the main bases in the area of mathematics and computer
science, and taking into account that the formalization of knowledge and the
automation of the forms of reasoning are essential in many scientific development or
technology areas, and has been very helpful, especially in the area of Artificial
Intelligence [16]. For the implementation of W-CLASS, a section through the non-
terminal <rule> is included, which allows representing knowledge using rules type
Prolog in a functional scheme of system agents based on a cognitive profile that has
the following characteristics [17]:

a) There is a mechanism to interact with each other to agents through a blackboard.

b) It implements a hierarchy of agents assigned to a role that defines their
capabilities, limitations and assigned tasks to each of them.

c) It represents knowledge through the beliefs that an agent has over itself, relying
on a knowledge base contained in a relational database.
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d) It uses the knowledge recorded by the agents system to prevent or resolve
problems that arise with the support in the analysis of a blackboard organized by
topics and in the evaluation of rules contained in the logical modules, which has a
relation to an instruction and an action or actions to be performed, when required.

The grammatical rules that correspond to this section are the following:

<programming_knowledge >::= ‘insert_rule’ Y’ <rule>
| ‘evaluate_rule’ v <rule>| ‘search_rule’ ¥ <rule>
| vinsert condition Y’ <condition>
| vevaluate condition’ ¥’ <condition>
| \search_condition’ ¥’ <condition>

For the generation of rules for testing purposes, there is a module that has the
following characteristics:

a.  Translate a Prolog predicate to relational database including, in addition to
information, the structure of predicates and relations.

b.  Has been templates designed to generate Structured Query Language (SQL)
[18], and interpret the validate of the information in the consultations
undertaken.

c. Interact with the user through a visual interface that lets you enter and
retrieve information from relational database designed for the module

5 Practical Examples Implemented on CLASS-W

A. The first example described in this section is built based on the behavior of port
135, which has been taken to this effect, because although it is used for services like
Remote Procedure Call (RPC) and Message Queue Service (MQS), it has also been
used by "worm" type programs to enter itself into systems with Windows
environment [2], [3], [19]. In 2003, the worm W32/Lovsan.worm [20] and
W32.Blaster. Worm [21, [22], have exploited the RPC vulnerability, which could
allow remote code execution without authentication in affected system that received a
specially crafted RPC request. In October 2008, the worm Conficker [23], is spreaded
through networks at alarming rates via Microsoft Windows Server Service, exploiting
RPC Handling Remote Code Execution Vulnerability and it was reported on March
2009 as Win32/Conficker.D.

The multiagent system that is created for the implementation of W-CLASS on
JADE [10], in case analysis of blackboard on topic ‘ports’ is based in the following
options:

e ‘Definition Rules’ .- Generation of script for introduced in database through a
logical module the rule ‘attackworml’, which is associated to port 135 and
with a particular remote address network:

Semantic predicates:
attackworml (n_topic,n_port,n_connections,n_action).
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ontology_ topic(n_topic).
port(n_port).
connections (n_connections).
action(naction).
Rules:
attackworml (n_topic,n_port,n_connections,naction) : -
ontology_ topic(n_topic),port(n_port),
connections(n_connections), action(naction).
Facts:
ontology topic("ports").port("135").
connections("1000"). action("stop").
action("review").
‘Register of events’.- The agents can register in blackboard events related
with behavior of port 135 and address network associated.
‘Evaluate rules’.- The procedure for executing this consultation consists in:
a. ‘search rules' previously defined through a logical module, which
regulate use of the port that mentioned above
b. °‘Evaluate rules’ based on contributions that exist in the records of
blackboard ‘ports’ with value 135:

attackworml("ports”," 135" , "1500", naction).

If rule is true ‘naction’ returns values ‘stop’ and ‘review’, which refering
to packets network of IP address registered in blackboard.

‘Analyze blackboard’ .- Steps of the operation related to the topic ‘ports’:

a. Search rules specified for the existing records on reported ports.

b. Analyze state of ‘alerts’ on ‘rules’ specified by the administrator in the
logic modules on the use of ports.

¢. View criteria to detect situations that may coincide with a pattern that is
considered abnormal in relation to the use of port 135.

d. Give instructions to the appropriate agents in order to execute certain
actions previously defined and stipulated in the rules that have been set by
the administrator in the logic modules, and these in turn recorded on the
blackboard, their results are obtained from the same applications. An
example of a message CLASS-W in order to send instructions after the
evaluation rule ‘attackworml’ and review records of blackboard is:

Messages sent for coordinator agent (‘CAgent01°):
"#000messageCAgent0 U Loordinator/LAgent1V/
private/instruction/stoppackets network/135"
"#000 UmessagefCAgent01Loordinator/L.Agent 1/
private/instruction/review/135"

Message sent for local agent (‘LAgentl0’):
"#000 UmessageCAgent01Loordinator/LAgent 10/

private/response/agree/!
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B. In order to present a second example based on references of virus and worms
related with features that allow them to initiated automatically when the operating
system is loaded, using the registry where are tasks of system startup.

The situation described in this section relates to the plan that can be implemented
when a 'unknown' process has been registered in the task start and is considered to be
a potential security problem. For purposes of illustration is used a current problem
and some features of the Conficker Worm [23], which creates the files
‘hloader_exe.exe’ and ‘hloader_dIlLdIl’ in the system files folder ("c:\winnt",
"c\winnt\system32". "c:\windows\system"), inject this in the file ‘explorer.exe’ and
recording with the following keys values:

HKEY LOCAL MACHINE/softwarefnicrosoftAvindows/
currgntversion/run/auto____hloader_key=c :\windows\system32
\hloader exe.exe

HKEY_CURREN_USER/software/fnicroso ftAvindows/

currentversiow@unéuto__hloader_ﬁkey=c:\windows\systemBZ
\hloader_exe.exe

Here is a scenario for the system of agents related to the topic ‘startup_tasks’,
which can be implemented with CLASS-W:

a. Local agents have a registry of tasks authorized which will be loaded at system
startup, and a list of processes that can run at any time.

b. Some local agents ‘LAgent2’, ‘LAgent6’ and ‘LAgent10’ have been found that
the process ‘hloader_exe.exe’ is included as a startup task in the registry, and is not
found on the list of authorized processes.

c. Local agents mentioned in the previous write on the blackboard, under the topic
‘startup_tasks’, its identification data and the process name ‘hloader_exe.exe’ and is
classified as ‘unkown task’

d. The coordinator agent ‘CAgent01’ revised the blackboard ‘startup_tasks’, and
finds reported problem on ‘hloader_exe.exe’ and proceeds to do the following
actions:

If there are rules associated with the process ‘hloader_exe.exe’ then the coordinator

agent send instructions to the local agents which reported the problem. If not, the

following instructions are sent to the local agents:

I. Check if the process ‘hloader_exe.exe’ is active, and if so, disable it until it
receives a new instruction to confirms or revoke the action.

2. Remove strings located in the registry in startup tasks that are related to the file
‘hloader_exe.exe’.

3. Check that the ‘hloader_exe.exe’ process is blocked and that it is not in
execution.

4, Record a message in the administrator container with the following information:
topic ‘startup_tasks’, process name ‘hloader_exe.exe’ which has been regarded
as unknown, and ‘preventive’ instructions were sent to local agents who
reported the problem.
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When the administrator reviews the container, a decision should be made whether

to create a rule with the actions that nced to be implemented or deactivated the

precautionary measures, and for the process named ‘hloader_exe.exe’ will be

registered the respective indication on the blackboard ‘instructions'.

Later, when the coordinator agent reviews the blackboard ‘instructions’, turns the

respective actions.

A plan like the above can help to avoid the problem ‘zero day’, particularly
relating to the unknown process that has been registered as startup tasks and can be a
potential threat.

6 Conclusions

The security in computer networks is a topic that is emerging day by day due to the
massive data management, though it has increased the productivity and wealth of all
kinds of organisms or businesses, it has also been the means by which have led to
significant financial losses, since as the countries make use of these type of services,
the goal becomes more vulnerable to attacks based on the information. To counter and
control this problem, it is necessary to adopt safety policies, based on computer
technology, that provide the possibility of setting safety standards that allow to
increase the level of confidence in the exchange of information through this medium.

Although the vulnerability of the systems cannot be eliminated completely, and
therefore, the timely detection of security problems plays an important role, the "zero-
day threats" are what most worry security experts.

Among the various alternatives that exist to control this problem, are those based
on Intrusion Detection Systems that allow monitoring events that might be associated
with malicious or harmful actions, but have the disadvantage of generating a large
number of alerts false, and which do not prevent attacks that arise when these are
unknown to the databases used to support the application.

With a different approach to the current, this presentation introduces the proposal
to use a grammar such as CLASS-W as a tool to allow an expert, an administrator or
developer of security systems, manage or develop system bases on agents that provide
the possibility to hamess and apply the experience taken in the area, in addition to
using information obtained from the operating system based on Windows NT
Technology, network resources, configuration, loaded applications start, the existence
or absence of processes, use of ports, etc.

Finally, it should be added that although there are different types of grammars for
management agents, we not found evidence of a grammar for development agent
based systems in the area of security, and trust that the alternative is presented in this
work, which may mark the way forward in developing such systems as the technology
of agents has proven to be very efficient in other areas, and surpass other techniques
or methodologies which are not achieved the same results.
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